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[bookmark: _Toc194341124]Appendix A8 - Computer Misuse and Cyber Choices Policy Template
This policy template has been added in March 2025
All key stakeholders, including the Local Authority and where applicable the Education Technology Support Partner, have responsibility for the safeguarding of young people from computer misuse and are aware of the Cyber Choices programme led by the National Crime Agency (NCA) and managed locally by Regional Organised Crime Units (part of the national policing network).  The risks to young people of crossing the line into committing cybercrimes is a safeguarding issue. 
This often happens without the individual realising their actions are criminal, which is why young people need support in making the right Cyber Choices in their use of technology. Young people with an interest in technology, a high IQ, and an appetite to engage in risky behaviours are considered to be at a higher risk of committing a cyber offence, but many first-time offenders are also unaware of what the law governing cyber offences actually is. The average age of first-time cyber offenders in the UK has fallen significantly in recent years. The Cyber Choices programme works with individuals committing, or at risk of committing, cybercrimes which can only be carried out with technology, where devices are both the tool for committing the crime, and the target of the crime.
All staff are made aware of the safeguarding risks of computer misuse. 
All staff are familiar with the NCA Hacking it Legal Leaflet*, which explains Cyber Choices and the Computer Misuse Act 1990, and lists recommended resources for teachers to use. 
Staff are aware of the role of their local Regional Organised Crime Unit as their point of contact for Cyber Choices referrals. 
Learners agree to the Acceptable Use Agreement  (AUP) which outlines acceptable online behaviours and explains that some online activity is illegal. Acceptable computer use is reinforced across the curriculum, with opportunities to discuss how to act within moral and legal boundaries online, with reference to the Computer Misuse Act 1990. Lessons and further resources are available on the NCA Cyber Choices site.
Any breach of the AUP or activity by a learner that may constitute a cybercrime, in school or at home, will be referred to the Designated Safeguarding Person (DSP) for consideration as a safeguarding risk. 
Where the DSP believes that the learner may be at risk of committing cybercrimes, or to already be committing cybercrimes, a referral to the local Cyber Choices programme will be made (contact details for all Regional Organised Crime Units are available in the “what to do if you’re concerned” section at the bottom of the NCA Cyber Choices page). Where the DSP is unsure if a learner meets the referral criteria, advice should be sought from the local Cyber Choices team:
· South Wales (incorporating South Wales Police, Gwent Police and Dyfed Powys Police force areas): tarian.cyber.prevent@south-wales.police.uk
· North Wales: Cyber.Prevent@nwrocu.police.uk 
Parents and carers also have the opportunity report potential cybercrime directly to the local Cyber Choices team but are recommended to make school-based concerns through the DSP. 
The Local Authority and where applicable the Education Technology Support Partner is aware of the safeguarding requirement to refer concerns about computer misuse to the DSP and has a clear process to follow in order to do so.
Information for parents about NCA Cyber Choices is available on the school website.

This policy template is based on a document for schools published by the South East Regional Organised Crime Unit (SEROCU) and has been amended for use across the UK. SWGfL would like to acknowledge the support of SEROCU for permission to adapt and use the document.
Schools will need to contact their local ROCU / Cyber Choices team regarding local processes. 
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