
Negative 
reaction to 

content

Assess the content 

React promptly: consider 
deleting the post, or 
issuing a response or 

apology, providing further 
information

Prepare a communication plan:
How to identify if it's a big or small crisis
Who's going to be responsible for what

How you'll keep everyone updated
Contact details for key staff

Approval process for subsequent posts
Prepared messages ready to use

Engage with criticism. 
Take the high road – 
empathise, use short 

replies and don't argue

Do my staff need to 
know about this?

Yes

If there's a large swell of 
criticism, make sure your 

staff know about the issue 
promptly. People may 

message them directly in 
extreme situations

No

If the post was unauthorised, 
have you changed your 

passwords recently?
No

Change them. Others may 
be using your account 
without permission, or 

trying to hack into it

Yes

Pause all scheduled 
posts

Debrief – review the 
situation, record what's 

happened and revise 
your policies accordingly

Revert to normal 
operations once the issue 

has been resolved

Consider sharing key 
school information 

with the complainant

Is is about something you've 
posted, or something someone 

else posted about you?

Discuss with 
community 

member. Come to 
online or offline 

resolution

Content posted about the school/individual

Assess the content

Content posted by the school

Content was 
inappropriate

Content was 
appropriate

Consider your response, 
options include: contact 
the poster, reporting the 
post, providing further 
information about the 

post, ignoring the 
comment

Engage with criticism. 
Take the high road – 
empathise, use short 

replies and don't argue

Do my staff need to 
know about this?

Yes

If there's a large swell of 
criticism, make sure your 

staff know about the issue 
promptly. People may 

message them directly in 
extreme situations

No

Consider what other 
posts are scheduled

Debrief – review the 
situation, what's 

happened and revise 
your policies accordingly

Revert to normal 
operations once the issue 

has been resolved

Legitimate concern Abusive or 
harmful content

No

Does the content contain 
information taken from the school or 

individual without consent?
Yes

Report to 
platform

No

Does it breach community 
standards or guidelines?

Yes
Report to 
platform

No

Consider engaging with 
the content creator

Yes

Engage with the creator or 
parent/carer privately or 

offline.
Use internal school 

opportunites to raise 
awarness of the issue and 

request removal

Consider whether 
legal action may be 

appropriate

No

If i llegal, report 
to police

Contact the 
Professionals Online 
Safety Helpline for 
support, if required

Yes
Seek legal advice and agree 

steps for legal redress

Debrief – review the 
situation, record what's 

happened and revise 
your policies accordingly

Revert to normal operations 
and monitor channels as usual

No

Yes

Investigate the concern, 
consulting your DSP as necessary, 

and make use of policy expectations 
to manage the situation

Contact the 
Professionals Online 
Safety Helpline for 
support, if required

Debrief – review the 

situation, record what's 
happened and revise your 

policies accordingly

Revert to normal operations and 
monitor channels as usual

No

Discuss with 
DSP

Source: Professionals Online Safety Helpline, 
UK Safer Internet Centre
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